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Abstract:- Steganography method is used to hide the data
data to obtained encrypted data and it is not so strong.
Visual cryptography scheme is a cryptography technique
that allows for the encryption of visual information but this
method is complex in computation. DJSSA encryption
method uses 65536*256*3 matrix size this may generate in
16777216 ways so in principle it is not possible for anyone
to decrypt the encrypted text without knowing the exact
key. SDE-QR method is only used for the encryption of the
text message, it is not applicable for the encryption of the
image. IMAP shows how to build encrypted file systems
and secure mail servers, but typically one must sacrifice
functionality to ensure security.

To overcome from the all the above problem, digital
authentication method can be used. In this paper applying
the digital authentication for the marks sheet. In this
method the marks obtained by the students is stored in the
Quick response code(QR code).The information stored in
the QR code is encrypted by using sharing tecgnique
method after encryption QR code is printed on the mark
sheet of the student and for the decryption also using the
sharing technique method.

Keywords— encryption,decryption,QRcode,internet and
multimedia

I. INTRODUCTION

Security and authentication of data is a big challenge in
present scenario. Here method is proposing to
authenticate the digital document like marks sheet. Here
work is focusing to authenticity of marks in a printed
marks sheet however present method is used for any
legal documents. The marks obtained by the students is
saved in the QR code which is encrypted by using
sharing technique method. After the encryption QR code
is printed on the marks sheet if the student wants to send
the data to any university they can just scan the QR code
and decrypt the embedded information and send the
authentic data.

Il. RELATED WORK:

Obtain the information like mark sheet ,encrypt this
information by using the sharing technique method. The
encrypted marks is entered inside the QR code and that
QR code is printed with the original data of the mark

sheet and this information is transmitted through the
channel it is as shown in the figurel encryption block.
Encryption is a process of converting plain text into
cipher text in QR code.

At the receiver, receive QR code, decrypt the data by
using the sharing algorithm and get the original
information. It is as shown in the figure2 decryption
block. Decryption is a process of converting cipher text
in the QR code into plain text.

Block diagram:

Encryption block

Obtain the QR code
of the Encrypted
Message

Transmit the QR
code

Figure 1:Block diagram for encryption using QR code
method.

Decryption block diagram.

Receive the
QR code

Decrypt the
image

channel

Get the
information

Figure 2:Block diagram of decryption using QR method
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A Sharing technique:

The proposed technique designs a secure data
transmission scheme based on the secret sharing scheme
with QR code. Secret sharing scheme was first proposed
by Shamir in 1979 . The main idea of the secret sharing
scheme divides a secret into n shadows or called shares.
Anyone can not decrypt the original secret from their
own share. The secret can be recovered only when any
of t out of n shadows (t<=n) are hold together. The
framework of the proposed scheme is listed in Figure 3.
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Figure 3:Sharing technique method.
B Encoding of QR Code

Each QR Code symbol consists of an encoding region
and function patterns, as shown in Figured. Finder,
separator, timing patterns and alignment patterns
comprised function patterns. Function patterns shall not
be used for the encoding data. The finder patterns
located at three corners of the symbol intended to assist
in easy location of its position, size and inclination.

finder pattern
version info

format info —a

timing pattern ——

Li

alignment pattern

KL —(uiet Zong

Figure 4:QR code basics

The encode procedure of QR Code including follows
steps. Firstly input data is encoded in according to most
efficient mode and formed bit stream. The bit streams
are divided into codewords. Then codewords are divided
into blocks, and add error correction codewords to each
block. All these codewords are put into a matrix and are
masked with mask pattern. Finally function patterns are
added into the QR symbol. A QR Code symbol is
formed.

a) Finder Pattern

A pattern for detecting the position of the QR Code. By
arranging this pattern at the three corners of a symbol,
the position, the size, and the angle of the symbol can be
detected. This finder pattern consists of a structure
which can be detected in all directions (36007 ).

b) Alignment Pattern

A pattern for correcting the distortion of the QR Code. It
is highly effective for correcting nonlinear distortions.
The central coordinate of the alignment pattern will be
identified to correct the distortion of the symbol. For this
purpose,a black isolated cell is placed in the alignment
pattern to make it easier to detect the central coordinate
of the alignment pattern.

¢) Timing Pattern

A pattern for identifying the central coordinate of each
cell in the QR Code with black and white patterns
arranged alternately. It is used for correcting the central
coordinate of the data cell when the symbol is distorted
or when there is an error for the cell pitch. It is arranged
in both vertical and horizontal directions.

d) Quiet Zone

A margin space necessary for reading the QR Code.
This quiet zone makes it easier to have the symbol
detected from among the image read by the CCD sensor.
Four or more cells are necessary for the quiet zone.

e)Data Area

The QR Code data will be stored (encoded) into the data
area. The grey part in Figure 3 represents the data area.
The data will be encoded into the binary numbers of ‘0’
and ‘1’ based on the encoding rule. The binary numbers
of ‘0’ and ‘1’ will be converted into black and white
cells and then will be arranged. The data area will have
Reed-Solomon code in corporated for the stored data
and the error correction functionality.

f) Linking Functionality of the Symbols

QR Code has a linking functionality which will enable a
single symbol to be represented in several symbols by
dividing it . A single symbol can be divided into 16
symbols at maximum. The example shown in Figure 4 is
one where a single QR Code is divided into four
symbols, and each symbol has an indicator showing how
many symbols the original symbol had been divided into
and in which order that specific symbol would be among
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all divided ones. This will enable the entire data to be
edited and submitted to the computer regardless of what
order the symbols had been read by the reader. By this
linking functionality, the QR Code will be able to be
printed even if the printing space is not wide enough to
have a single QR Code printed.

g) Masking Process

By having special patterns to process masking, QR Code
is enabled to have black and white cells well arranged in
a balanced order. To accurately finalize the data that had
been read, it is necessary to arrange the white and black
cells in a well-balanced manner

@QMQMEE mmmmm
il

Figure 5:Single QR code is divided into 4 patterns

To enable this, EX-OR calculation will be implemented
between the data area cell and the mask pattern
(template) cell when encoding the stored data and
arranging it into the data area. Then, the number of
unique patterns existing and the balance between the
white cells and the black cells will be assessed against
the data area where the calculation had been
implemented. There are eight mask patterns.
Assessment will be made for each mask pattern, and the
mask pattern with the highest assessment result together
with the EX-OR calculation result will be stored into the
data area.

h) The Confidentiality of the Code

By making the relationship between the character type
and the stored data unique for a special usage, QR Code
can be easily encrypted. Unless the conversion table
between the character type and the stored data is
deciphered, no one will be able to read the QR Code.

i) Direct Marking

QR Code exerts superior readability even for symbols
which are directly marked using laser or dot pin
markers. For directly marked symbols, the cell shape
does not necessarily have to be square as shown in
Figure 10. It can also be circular shape. Even if the

white part (with high reflectance) and the black part
(with lowreflectance) are inverted due to the angle of the
illuminating ray, the code can still be read in an accurate
manner. It is also possible to read from the back side of
the symbol when it is marked upon a transparant
material such as glass, etc.

Figure 6.masking pattern

Generation of QR Code:

To create a QR code is first create a string of data bits.
This string includes the characters of the original
message (encrypted message in this case) that you are
encoding, as well as some information bits that will tell

a QR decoder what type of QR Code it is. After
generating the aforementioned string of bits, we use it to
generate the error correction code words for the QR

Code. QR Codes use Reed-Solomon Error Correction

technique note that in coding theory, Reed- Solomon
codes (RS codes) are non-binary cyclic error correction
codes invented by Irving S. Reed and Gustavo Solomon.
After the generation of bit-string and error correction
code words, the resultant data is used to generate eight
different QR Codes, each of which uses a different mask
pattern. A mask pattern controls and changes the pixels
to light or dark ones, according to a particular formula.
The eight mask pattern formulas are defined in the QR
Code specification, which is referred at the time of mask
generation needed for the QR Code generation. Each of
the eight QR codes is then given a penalty score that is
based on rules defined in the QR specification. The
purpose of this step is to make sure that the QR code
doesn't contain patterns that might be difficult for a QR
decoder to read, like large blocks of same-colored
pixels, for example. After determining the best mask
pattern, the QR Code, which uses the best mask pattern,
is generated and shown as an output. If the size of the
encrypted message becomes more than 1,264 characters
then the characters appearing after 1,264 characters are
used separately to generate another QR
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Code and the above mentioned process is repeated until
and unless the total encrypted message is converted to
QR Code(s).

The method is discussed in details below:
The Encrypted file, which is created using the method

Sharing technique is now treated as the input file and
the string is extracted from the file to generate the QR
Code.

1: call function file read(output_file)
2: call function generateQRCode (str[] )
3: call function delete_file (output_file)

1) Algorithm for generateQRCode() :

a) Stepl:

Mode Indicator

e.g.: Numeric Mode: 0001, Alpha Numeric: 0010, Let us
choose 0010 for Alphanumeric

Character Count

e.g.: Numeric: 10bit long, Alphanumeric: 8bit long (for
version 1-9) Let's encode 8 in 8bit long binary
representation 0010 000001000

Encode Data

Numeric Mode: Data delimited by 3digit Alphanumeric
Mode: Data delimited by 2digit e.g.: Let's take
ABCDE123"AB": 45*10+11=461 "CD":45*12+13=553
"E1": 45*14+1=631 "23": 45*2+3=93 Codeword for
A=10,

B=11, C=12 etc. Now the value encoded in 11bit long
binary representation. 0010 000001000 00111001101
01000101001 01001110111 00001011101

Termination

Add 0000 at the end to terminate 0010 000001000
00111001101 01000101001 01001110111 00001011101
0000

Encode to Code Word

Result data are delimited by 8bit 00200000 01000001
11001101 01000101 00101001 11011100 00101110
10000 If last data is less than 8bit, pad it with O
00100000

01000001 11001101 01000101 00101001 11011100
00101110 10000000. We alternatively put '11101100'
and

'00010001" until full capacity of the following version
00100000 01000001 11001101 01000101 00101001
11011100 00101110 10000000 11101100

Decimal Representation: 32 65 205 69 41 220 46 128
236

b) Step 2:

Reed Solomon Error correcting Code is used in

QR Code

e.g.: For example data, count of error correcting

code word is 17g(x)=x17 +a43x16 +a139x15 +a206x14
+a78x13  +043x12 +0239x11 +al23x10 +0206x9
+0214x8 +al147x7 +024x6 +099x5 +al50x4 +a39x3
+0243x2 +al63x +al36

Now polynomial f(x) which coefficients are data code
words is divided by g(x)

f(x)=32x25 +65x24 +205x23 +69x22 +41x21 +220x20
+46x19 +128x18 +236x17 ----(i) divided by g(x)
g(x)*(a5)*x8

=a5*x25 +ta5*043*x24 +a5*al39*x23 +a5*0206*x22
+as5

*o78*x21.....

=a5*x25 +ad8*x24 +a144*x23 +a211*%x22
+a83*x21..... =32x25+70x24 +168x23 +178x22
+187x21......----- (i)

Calculate Exclusive logical Sum (i) and (ii)

f(X)'=7x24 +101x23 +247x22+146x21.....

We repeat same logic until this divide calculation is
over.

Finally we get R(x).

R(x)=42x16 +159x15 +74x14 +221x13 +244x12
+169x11+239x10 +150x9 +138x8 +70x7 +237x6 +85x5
+224x4 +96x3 +74x2 +219x +61

So we get 32 65 205 69 41 220 46 128 236 42 159 74
221 244 169 239 150 138 70 237 85 224 96 74 219 61
Decoding of QR code:

Perform decoding, decoding process is just reverse of
encoding and perform the error correction by using Reed-
solomon error correcting code.

IV RESULTS:

Choose details of the students or any legal document, the
results are as shown below

Result 1:

Input for sharing technique

union

Figure 7:input image
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Figure 8:Encrypted document.
Result 2:student information in form of encrypted QR
code

QR code generzion

figure 8:Result having the digital data in encrypted QR
code

................

Figure 7:Frequency analysis of encrypted original file
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Figure 8:Frequency analysis of tampered data.

Thus, from the frequency analysis (spectral analysis) it
is

evident that if the data is tampered then, the encrypted
data

of the tampered file will be very different from the
encrypted

data of the original one. And by comparing the
frequency

analysis of the two encrypted data, it can be verified
whether the data is authentic (original) or not.

CONCLUSION:

In the present work have mainly focus on hiding
encrypted in QR code. As we know that data embedding
and retrieval from QR-code is very simple issue.Simply
a smart phone running on Android or iOS or any other
new generation of mobile OS, can be used to extract the
encrypted data from embedded QR-code and finally that
data to be decrypted using the sharing method.
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