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Abstract-Mobile ad hoc networks (MANETs) are a 

collection of mobile nodes that communicates over wireless 

media. Performance of MANET depends on the 

cooperative participation of nodes in packet forwarding. 

During packet forwarding from source to destination, it 

takes help of middle hop depending on the distance. Middle 

hops play different role in different times. Nodes in 

MANETs suffer from limited resources specially battery 

power. To save its resources, middle hop acts like selfish 

node in which nodes are simply dropping packets instead 

of forwarding the same to its neighbor. Malicious nodes 

drop packets maliciously instead of forwarding them to 

destination. Performance parameters of network are 

effected by malicious behavior of nodes. Intrusion 

detection system (IDS) are designed to detect malicious 

nodes. Some of these IDS suffer from some arbitrariness. 

Game theoretic approach helps to remove these 

arbitrariness from the IDS and to define the equilibrium 

state of the network. Objective of this paper is to discuss 

the game theory in MANETs and also to discuss about 

game theoretic approach to detect malicious nodes in 

MANETs. 

Key words-MANETs, IDS, game theory, selfish node, 

packet forwarding, malicious node. 

I. INTRODUCTION 

Game theory can be identified as mathematical model of 

conflict and co-operation amongst intelligent rational 

decision makers [14].Though game theory is basically a 

part of mathematics and it is used vastly in economics; 

still it can be used in any other field of application. It 

explains the study of mathematical models of conflict 

and co-operation between decision makers. It is an 

interactive decision situation which is represented by 

mathematical model. Game theory can be modeled to 

MANETs nodes which are autonomous but 

interdependent of rational decision makers. In order to 

maintain multi hop network like MANETs, nodes must 

forward packets to next hop [18]. Performance of 

MANETs depends on node cooperation. Nodes in 

MANETs are restricted from energy consumption. 

While forwarding packets, node consumes its own 

resource, specially the battery power. Hence to 

compensate the same, incentive must be provided to 

nodes to cooperate the process of packet forwarding. 

Repeated interaction amongst the nodes is necessary to 

provide relative incentive to get smooth service [19]. To 

invoke nodes for packet forwarding, reputation based 

system may also be called [20] [21]. In [18], author says 

that under specific conditions, cooperation is availed 

without reputation or incentive based process. Non 

cooperative nature of nodes may collapse the network 

which is similar to Prisoner’s Dilemma Game (PDG) of 

game theory [19]. Packet forwarding dilemma of 

MANETs can be addressed by game theory of applied 

mathematics to resolve the problem of conflict and 

cooperation [22]. It provides a process to formulate the 

problem with strategic scenarios to analyze and 

understand. 

Section II of this paper contains overview of game 

theory, section III contains classification of games, 

section IV of this paper contains MANETs and game 

theory, section V contains definition of utility function 

while section VI contains game theoretic approach and 

IDS. Section VII contains the conclusion. 

II. GAME THEORY 

Game theory which is a part of applied mathematics 

deals with strategic interactions among multiple decision 

makers. It is implemented in a situation in which 

decision makers are under mutual confliction to take 

decision. A well defined utility function plays vital role 

in game theory. Utility function must be proposed based 

on which decision makers promote their choices. 

III. CLASSIFICATION OF GAMES 

Game theory in MANETs is specially modeled to 

remove arbitrariness from different problem solver [24]. 

Based on participation of players in the game, it is either 

2-player game or n-player game, with n>2. Depending 

on cooperation of nodes, payoffs and strategies of 

players, game can be classified as follows: 

In non cooperative game, players take the decision 

independently. Each player follows their strategy to 

achieve goal individually. Players try to increase their 

own individual payoffs in the game. It is a competitive 

game that played amongst different players for their 

individual benefits [25].  
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In cooperative game, multi-players cooperate with each 

other to achieve highest benefit. Set of strategies are 

available for the players and there must be some payoffs 

for each possible strategies. Players form coalition 

amongst them, individual player contributes to the 

coalition to increase the overall utility of coalition. 

The coalitional game theory  tries to find the player’s 

optimum strategies with an objective to fulfill common 

goal. Outcomes of a coalition are the set of all feasible 

payoffs for the coalition members. Total outcome is 

distributed amongst the players in case of transferable 

payoff game. But in case of non transferable game, 

usually nodes think of their individual benefit with 

common objective.   

In sequential and simultaneous move games, players 

take their decision sequentially. Players are aware about 

the strategies of other players and their moves are 

observable. Each player has the knowledge about the 

decision of a player who moves ahead of it. Such games 

require strategic interaction in terms of player’s current 

move.  

In Zero-Sum game, the total payoffs of all the players 

are equal to zero at the end of the game. Such games are 

competitive as decision is taken in such a way that total 

win-total loss of the players is deduced.  

IV. MODELING MANETS AS GAME 

Game theory has been implemented in MANETs and 

cellular network to solve several problems [9]. 

Models of cooperation in MANETs can be classified as 

credit based model and trust model. Credit based model 

is based on economic incentive while trust based model 

is based on reputation [26]. To encourage the nodes for 

cooperation in packet forwarding, two basic mechanisms 

are followed. One is reputation based mechanism and 

other is price-based mechanism. In reputation based 

mechanism, any node keeps a record of its neighbor’s 

reputation. The more cooperative a node is the better 

reputation it gains. In price-based mechanisms, the loss 

that a cooperative node makes is compensated by some 

kind of virtual money. The price of relaying a packet 

may be different. Therefore, an effective price-based 

mechanism should be supplemented by a technique 

which determines the price accurately. 

Non cooperative game theory can be applied to 

MANETs for forwarding packets; Nodes are also 

involved in cooperation aware routing protocol [27][4]. 

A non cooperative game may contain the elements such 

as number of players, objective function of each player 

for which it tries to optimize utilities, preference, utility, 

actions, strategies etc [138]. 

Normally a game may contain the following 

Components: 

 players 

 actions 

 strategies 

 information 

 outcomes 

 payoffs 

 Equilibrium concept 

Goals of players are articulated by utility functions and 

utility is defined over outcomes. Actions and strategies 

can be defined as follows: 

 Any plan or steps for performing some actions are 

known as strategy. 

 In some cases, actions and strategies are taken as 

equivalent. 

But in some cases both actions and strategies are granted 

differently. In such cases strategies are recognized as 

primary choice of actions.  

 The payoff for each player depends on the combined 

actions of all players. 

Strategic game consists of three main  basic 

components, 

 A set players (N = {1,2,….n}) where N>=2 

 A set of actions for each player  

 Utility function for each player  

MANETs components can be set as equivalent game 

components as follows: 

Player Set: Basically player sets in MANETs implies 

different nodes that participated in communication in the 

network including packet forwarder, attacker and some 

other categories of nodes. 

Action set: Nodes may act as, 

a. Source i.e. sender 

b. Destination i.e. receiver 

c. Forwarder 

d. Attacker 

e. Attack detector etc. 

f. Game strategies  

In game theory, there may be infinite numbers of 

strategies [11]. Nodes in MANETs may follow any of 

the strategies. Accordingly plan should be generated. 

Some examples are given below: 

a. Always defects (AIID) : Nodes with this strategy are 

assumed that these are always defective 

b. Always cooperate (AIIC): Nodes with this strategy 

always start with cooperation 

c. Tit-for-Tat (TFT): Nodes with this strategy are very 

unreliable as they start with cooperation but gradually 

they mimic the behavior of their opponent. 
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d. Suspicious Tit-for-tat (S-TFT): In this strategy, 

behavior of nodes is suspicious. It needs strong 

monitoring system to understand the behavior of the 

nodes. 

e. Anti Tit-for-Tat (Anti-TFT): Here, behavior of the 

nodes is exactly opposite to the behavior of its 

opponents. 

V. UTILITY FUNCTION 

Utility function plays prime role in game theoretic 

approach. Each player in the game tries to increase their 

utility. Based on the value of utility function, overall 

utility of the network can be determined. A game with 

complete information implies that each player knows the 

facts about the game such as set of players, strategies 

and utility functions. Of course, set of complete 

information always doesn’t mean that these are complete 

information.  

In both cooperative and coalition game, it considers the 

cooperative actions of number of players and then 

analyze the results accordingly. It is also a kind of 

strategic game, as all the players have the idea about 

their strategies; they make the outcome of the game 

based on their decision. Solution of a strategic game is 

either Nash equilibrium or stability. It is the point from 

which no other players want to deviate unilaterally. 

Nash equilibrium: 

Most of the game cannot be solved by iterated 

dominance technique [7]. In Nash Equilibrium, an action 

vector reaches an equilibrium point in such a way that 

no player can be benefited by deviating unilaterally. It 

occurs when each player is pursuing their best possible 

strategy in the full knowledge of the other players’ 

strategies. In Nash equilibrium, both the players 

maximize their payoffs [1]. As a result none of the 

player changes its strategy to increase its payoff. Hence 

it is a strategy profile with best responses of the players 

[7][8]. The game achieves at least a Nash equilibrium 

that leads to a defense strategy for the defender [10] 

VI. GAME THEORETIC APPROACH 

AND IDS 

Notion of game theory can be utilized in the current 

scenarios for intrusion detection system in MANETs. It 

also assists in defining and reconfiguring security 

policies [23].  

In [10], author proposed a realistic model with the help 

of Bayesian game to model the interaction between IDS 

(Intrusion detection system) and attacker(malicious 

nodes). Author also solved the game by Bayesian Nash 

equilibrium and by that they have shown that proposed 

IDS work intermittently without compromising its 

effectiveness. It is modeled in such a way that the 

interaction between IDS and attacker is one stage game 

and it has two Bayesian Nash equilibrium. It is also 

modeled as multi staged game. In this scenario, author 

said that IDS doesn’t have any fixed prior probabilities 

about its opponent and can update its assumption or 

belief after each stage of the game and also showed that 

this game has a mixed strategy with perfect Bayesian 

equilibrium. There is no cooperation between the two 

players namely intruder and detector. Author also 

considers that an IDS needs not be running all the time 

during which the wireless ad hoc network is up. 

Proposed game theoretic approach is a kind of multi-

stage game, where IDS does not have fixed prior 

probabilities about the type of its opponent and can 

update its belief at the end of each stage of the game.  

In [11], Though in most cases, it is found that to have 

cooperation of nodes in MANETs, nodes must be 

benefitted either by incentive or by gaining  payoffs. But 

in this paper,  author addresses a system in which 

cooperation is expected without incentives. Based on 

game theory and graph theory, a model is proposed to 

investigate packet forwarding equilibrium conditions. 

Equilibrium conditions are proved in this paper for both 

cooperative and non cooperative strategies. The 

condition for cooperation is derived from the topology 

as well as from the existing routes. Author considers the 

static network only. From this paper, author generated 

one conclusion i.e. as cooperation solely based on self-

interest of nodes can in theory only. However, it is 

concluded that there may be some nodes that have 

AIID(Always Defect) as their best strategies and these 

nodes always expect incentives to cooperate. Of course 

such kind of properties effects only a small part of the 

network. 

 In [13], author provides a novel game theoretic 

incentive mechanism for network congestion control in 

context of selfish user. Scenario had been articulated as 

M/M/I queuing game with each user. Optimization had 

been used to find throughput and delay.  An 

incentivizing packet dropping scheme had been 

proposed to improve the outcome efficiency with 

throughput-delay tradeoffs. The  utility function had 

been defined in terms of throughput and delay and it is 

defined as power which is widely used in gateway 

congestion control context.  

   Power=(Throughput)
αi

 / Delay------(1) 

where 𝛼𝑖  is a parameter chosen based on the relative 

emphasis placed on throughput versus delay. 𝛼𝑖 > 1 

when throughput is more important, while 0 < 𝛼𝑖 < 1 

when it wants to emphasis delay more, and 𝛼𝑖 = 1 when 

the throughput and delay are emphasized equally. 

In [22], author mentioned that though IDS has been 

utilized in detection and response strategies, still finding 

an effective policy and to find the right balance between 

them is also an issue. IDS sensitivity and false alarm rate 

are also equally important. The system may wish to have 

a response strategy even after getting a satisfactory 

solution. Traditional intrusion detection systems are not 

enough to have complex detection and response system. 

There must be a logically formalized system which will 

be able to detect and response in a better way. 
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In [8], author mentioned that existence of selfish nodes, 

threat the applicability of MANETs. So, to mobilize the 

flow of data, author proposes a novel price based 

method for stimulating the cooperation of nodes as 

nodes cooperation is must for MANETs  to get better 

communication. It utilizes a game theoretic approach to 

distribute the earnings of a cooperation coalition among 

the nodes. 

VII. CONCLUSION 

Performance of MANETs depends on cooperation of 

nodes. Cooperation depends on self interest of nodes. 

Malicious nodes try to decrease the network 

performance. Though several IDS had been proposed to 

detect malicious node, but to have an effective policy to 

eliminate malicious nodes and to increase network 

performance, game theoretic approach is essential. 

Nodes try to increase their payoff or they need 

incentives to cooperate. Objective of this paper is to 

show MANETs as game space in which malicious nodes 

are in one side of the game. Malicious nodes always try 

to decrease the network utility. Any other nodes other 

than malicious nodes try to increase the network 

performance.  Utility function plays major role in the 

game theory. At Nash equilibrium, an action vector 

reaches an equilibrium point in such a way that no 

player can be benefited by deviating unilaterally. At this 

point, both the player maximizes their payoffs. 
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